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! Application Programming Interface
2 personally Identifiable Information
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! Microservices
2 Single Page Application
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! Attack Surface
2 Incident Response
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! Object ID
2 Broken Object Level Authorization
3 Logged-in User
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! Attack Vectors

2 Use Case

3 Broken User Authentication
4 Credential Stuffing

5> Account Lockout

6 Plaintext
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OWASP Logging Cheat Sheet

OWASP Proactive Controls: Implement Logging

OWASP Application Security Verification Standard: V7: Error Handling and Logging Verification
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! Threat Model


https://www.devsecops.org/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-web-security-testing-guide/
https://owasp.org/www-project-security-knowledge-framework/
https://owasp.org/www-project-security-knowledge-framework/
https://owasp.org/www-project-application-security-verification-standard/
http://devsecops.github.io/
https://github.com/devsecops/awesome-devsecops
file:///C:/Users/Neo/Downloads/devsecops.org
file:///C:/Users/Neo/Downloads/devsecops.org
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! Bug Bounty


https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
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